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“We are shaping the Internet” is the mission of 
eco - Association of the Internet Industry. A 
mission that we have been pursuing for more 
than 25 years. The Internet has taken on 
tremendous importance in our economy, our 
society and our daily life and has become a 
synonym for nearly everything that happens in 
the digital space. 

Editorial by eco Association
DRG Gaia-X assessment

But everyone who is acting for, with and on “the 
Internet” shares responsibility for this space. 
This leads us to the question of how to balance 
this responsibility and of who is in charge of 
which specific issues. Let us learn from similar 
initiatives like the Sustainable Development 
Goals as a blueprint to achieve a better and more 
sustainable future. 

In this sense, the Digital Responsibility Goals 
(DRG) are a logical extension to address the 
further development of digital services for a 
better and fair digital future. We appreciate the 
conceptual approach of providing guidance and 
measurable criteria for the evolution of digital 
responsibility. It is worth mentioning that the 
future development of the DRGs must be a joint 
exercise by all stakeholders to shape the goals. 
The eco Association stands for digitalisation and 
sustainability all while promoting responsibility 
on the Internet. 

One of the key initiatives to establish digital eco 
systems is Gaia-X with its firm promise to be 
open, transparent, sovereign, fair, independent, 
inclusive, free, federated, innovative and 
evolutionary.

One of the key initiatives to 
establish digital eco systems is 
Gaia-X with its firm promise to 

be open, transparent, sovereign, 
fair, independent, inclusive, 

free, federated, innovative and 
evolutionary.

“

”

As you can see, some of these values are directly 
related to the core objectives of the Digital 
Responsibility Goals. So, we asked Identity 
Valley to provide a first assessment of how 
Gaia-X is meeting the current iteration of the 
Digital Responsibility Goals. Their assessment 
shows: Gaia-X is on the right path and addresses 
key elements, but there is also room for 
improvement. 

Regard the document on the “Guiding Criteria 
and Orientation for Digital Responsibility”, in 
conjunction with the following analysis of how 
Gaia-X meets the DRGs, as an invitation for joint 
improvement by industry, politics and civil 
society and as an alignment for an approach to 
digital transformation that serves people.

Andreas Weiss
eco Association of the Internet Industry 
Head of Digital Business Models
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Editorial by Identity Valley

Digital technologies have the potential to 
improve people‘s lives. At the same time, the 
Internet and digital technologies bring negative 
side effects. Technological innovations and the 
use of innovative technologies must therefore be 
geared more to the wellbeing of people and 
society in the future than is already the case 
today. 

As a benchmark for players in the digital space, 
the Digital Responsibility Goals attempt to define 
this framework and work toward a trusting, 
ethically sensitive and sustainable digital 
transformation among decision-makers. The 
Digital Responsibility Goals pursue an 
integrative and combined approach of all 
relevant actors in order to promote trust in 
digital technologies and business models. The 
Digital Responsibility Goals are accompanied by 
a guideline to measure the degree of successful 
value-based digital transformation, to 
strengthen the responsibility of digital players 
and to give participants clear guidance for their 
digital strategies. 

With regard to the weighting and the order of 
the DRGs, there will certainly be different 
opinions and starting points for further 
discourse depending on the perspective - which 
we are expressly looking forward to. The current 
proposal was developed on the basis of previous 
discussions with a wide range of experts and 
also in response to a number of existing and 
equally promising approaches to (mostly 
corporate) digital responsibility. Based on the 
logic of the UN SDGs, the DRGs are also about 
presenting very complex tasks for society as a 
whole in a simplified framework for action using 
target images as orientation, initiating 
responsible action at all target levels, and 
enabling and accompanying their progress in a 
comprehensible manner. Acting along the goals 
is of course desired at all levels and does not 
have to be done chronologically from 1-7. Rather, 
the aim is to create awareness and sharpen 
attention for challenges and opportunities in the 
necessary fields of action - to shape our 
sustainably responsible digital space for society 
as a whole.

The Digital Responsibility Goals 
are accompanied by 

a guideline to measure the degree 
of successful  value-based digital 
transformation, to strengthen the 

responsibility of digital players 
and to give participants clear 

guidance for their 
digital strategies. 

“

”
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Identity
Valley
It’s all about trust.

DRG#1 Digital Literacy is at the forefront of the 
DRGs, as only knowledge, education and 
comprehensive information in itself can be the 
basis of all self-determination and decision-
making, including access to technological 
infrastructure itself. Goals 2 to 6 of the DRGs are 
oriented along the data value chain - from the 
security of the system (DRG#2 Cybersecurity) as 
the technological basis, to the protection of 
personal data (DRG#3 Privacy) - as a European 
promise -and fair handling, a new 
understanding of how to also deal with non-
personal information and data (DRG#4 Data 
Fairness), responsible collection, processing and 
comprehensible evaluation (DRG#5 Trustworthy 
Algorithms and DRG#6 Transparency), and 

finally to the big social bracket - the protection 
of our identity as well as the preservation of 
human oversight in the digital space (DRG#7 
Human Agency and Identity). In the 
representation of DRGs, the human being and 
his identity are elevated from the previous 
positioning as a marginal figure to the sovereign 
bracket of digital transformation.

The European digital project Gaia-X aims to 
create a federated open data infrastructure based 
on European values of data and cloud 
sovereignty. The goal is to design and implement 
a data sharing architecture, setting common 
standards for data usage, best practices, tools 
and governance mechanisms. 

In doing so, Gaia-X addresses important issues 
of digital practice, such as the imbalances and 
monopolization tendencies in many markets, as 
well as the pervasive focus on profitability as the 
overriding maxim rather than values such as 

We hope for an open, but at 
the same time focused exchange 

on how European values 
can be lived in practice as 

the basis of clear digital policy 
goals and guiding criteria - 

for a responsible and 
trustworthy digital practice.

“

”

privacy and security. Likewise, there is the 
question of a balance between a profit-
maximizing way of doing business and the 
development of common technical standards, 
the operation of open platforms and vendor-
independent solutions. Gaia-X addresses these 
challenges with its value-driven data 
architecture for building sovereign digital 
systems that comply with European values and 
standards.

The Digital Responsibility Goals are now being 
applied to the European digital project Gaia-X for 
the first time. This document is intended to 
provide food for thought and identify open 
questions. 

We hope for an open, but at the same time 
focused exchange on how European values can 
be lived in practice as the basis of clear digital 
policy goals and guiding criteria - for a 
responsible and trustworthy digital practice.

Jutta Juliane Meier
Founder and CEO Identity Valley

Kai Michael Hermsen
Co-CEO Identity Valley
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I.I Guiding Criteria (GC) of DRG#1

I.II Guiding Criteria (GC) of DRG#2

Digital Literacy and accessibility of technology as the 
fundamental basis for trust and acceptance of digital 
 innovations: starting with the individual.

Digital competence and access to digital products, services, 
and processes are prerequisites for the acceptance of digital 
technologies. They are the basis for all other goals of the 
Digital Responsibility Goals, enable the assessment of the 
trustworthiness of offerings, and put humans at the center. 
They are what makes the multi-layered human identity in 
the digital space possible in the first place.

 Guiding Criteria of DRG#1
• DRG#1.1 The information offered for digital products, 

services, and processes must be designed  individually 
and in a way that is suitable for the target group.

• DRG#1.2 Access to digital products, services, and 
processes must be reliable and barrier-free.

• DRG#1.3 The acceptance of digital products, services, 
and processes must be proactively considered in 
design and operation. This includes measures on 
equity, diversity & inclusion.

• DRG#1.4 Education on the opportunities and risks of 
digital transformation is  essential - everyone has a 
right to education on digital matters.

• DRG#1.5 The education and  information offered should 
be  designed to create awareness of related topics such 
as sustainability, climate  protection, and diversity/
inclusion (for example along the UN SDGs) where 
applicable. 

Cybersecurity as the crucial foundation and basis of secure 
digital technologies.

Cybersecurity arms systems against compromise and 
manipulation by unauthorized persons and ensures the 
protection of users and their data - from data collection to 
data utilization. It is a basic prerequisite for the responsible 
operation of digital solutions.

Guiding Criteria of DRG#2
• DRG#2.1 Developers, providers and operators of digital 

products, services and processes assume responsibility 
for Cybersecurity. Users also bear some of the shared 
responsibility - awareness (see DRG#1) is essential here.

• DRG#2.2 Developers, providers, and operators of digital 
solutions are responsible for appropriate security 
measures and are constantly developing them further. 
Products, services, and processes are designed from the 
outset to be resistant to compromise and abuse by 
unauthorized persons (security by design).

• DRG#2.3 A holistic view and appropriate implementa-
tion are considered along the lifecycle, the value chain, 
and across the entire service or solution.

• DRG#2.4 Developers, providers, and operators of digital 
products, services, and processes must account for 
how they provide security for users and their data -  
while maintaining necessary trade secrets and 
 information security. 

• DRG#2.5 Business, politics, authorities, civil society 
and science must jointly and   collaboratively shape the 
framework for cybersecurity with appropriate objecti-
ves, measures, and targets. This requires open and 
transparent cooperation (for example according to 
principles of “responsible disclosure”).

In the design and operation of an authority 
website for the electronic application of a 
car license plate, principles of accessibility 
were implemented in accordance with 
DRG guiding criteria #1.2, for example in 
accordance with BITV 2.0 (Barrier-free 
Information Technology Ordinance). 
This includes perceptibility, usability, 
comprehensibility, and robustness for 
the relevant target groups.

DRG#1 Digital Literacy Successful DRG4GovTech example -  
implementation of DRG#1 Digital 
Literacy:

A bank offering online services has been 
certified ISO 27000 to - in accordance 
with DRG guiding criteria #2.2 - 
demonstrate it possesses a robust 
security system based on appropriate 
measures to prevent unauthorized access 
to private information, internal systems 
and networks. Ultimately this helps 
minimize the risk of security breaches, 
making the company more reliable and 
reputable in the eyes of potential 
customers.

DRG#2 Cybersecurity Successful DRG4Finance example -  
implementation of DRG#2 
Cybersecurity:

Further information on measurability and the Digital Responsibility Index can be found in Identity Valley‘s strategy 
paper DRGs_v01.2022. The guiding criteria DRG GC, which also served as the basis for the subsequent assessment of 
Gaia-X, are presented below.

I The Digital Responsibility Goals
Agenda for a sustainable digital economy: the seven 
Digital Responsibility Goals and their guiding criteria.



Identity Valley It’s all about trust. Identity Valley It’s all about trust. 1514

I.III Guiding Criteria (GC) of DRG#3 I.IV Guiding Criteria (GC) of DRG#4

Privacy as a European promise:

Privacy is part of human dignity and a prerequisite for 
digital self-determination. Protection of privacy - with a 
consistent purpose limitation and data economy -  
allows users to act confidently in the digital world. Privacy 
by design and default enable responsible data usage. Users 
are given control and providers must account for how they 
protect privacy.

Guiding Criteria of DRG#3
• DRG#3.1 Operators and providers of all digital 

products, services, and processes must take 
responsibility for protecting the privacy of their users. 

• DRG#3.2 When dealing with personal data, strict 
purpose limitations and data economy are observed.

• DRG#3.3 Privacy protection is considered throughout 
the entire lifecycle. Privacy protection is the default 
setting. 

• DRG#3.4 Users have control over their personal data 
and its use - this includes the rights to access, rectify, 
erase, restrict processing, object, avoid automated 
decision-making and ensure data portability.

• DRG#3.5 Providers must account for how they protect 
users‘ privacy and personal data - while maintaining 
necessary trade secrets and information security.

A new understanding of data and data fairness: it‘s about 
fair competition.

Non-personal data must also be protected and handled 
according to its value. At the same time, suitable 
mechanisms must be defined to make data exchangeable 
between parties and applicable. This is the only way to 
ensure balanced cooperation between different 
stakeholders in data ecosystems.

Guiding Criteria of DRG#4
• DRG#4.1 When collecting data, proactive care is taken 

to ensure that it fairly reflects and represents the 
context in which it is collected.

• DRG#4.2 In digital ecosystem structures, the mutual 
exchange of data between all parties involved must be 
clearly described and regulated (data governance). The 
goal must be fair participation in the benefits achieved 
through the exchange of data. 

• DRG#4.3 Developers, providers, and operators of digital 
solutions must clearly define and communicate the 
purpose (wherever possible) with which they use and 
process data (including non-personal data). Exceptions 
are approaches like “open data”. 

• DRG#4.4 Data is designed “FAIR”, especially for use 
cases relevant to society as a whole - “FAIR” stands for 
Findable, Accessible, Interoperable, Reusable.

• DRG#4.5 Data providers must be equipped with 
mechanisms to control and withdraw their data - they 
shall be able to have a say regarding the usage policies.

An online search engine assumes 
responsibility for protecting the privacy of 
its users in accordance with DRG guiding 
criteria #3.1. Privacy protection is clearly 
anchored in the organization, and 
sufficient financial resources are available 
for additional expenses incurred as a 
result. Responsibilities for privacy 
protection in the organization are clearly 
defined, with a clear mandate at the 
highest organizational level.

In line with DRG guiding criteria #4.4 
a municipal government has a dedicated 
strategy to ensure the use of data based 
on the “FAIR” principles. It takes a number 
of dedicated measures with the aim of 
bringing data including traffic information, 
environmental data and economic 
indicators to the public and promoting 
its use.

DRG#3 Privacy DRG#4 Data FairnessSuccessful DRG4ResponsibleTech 
example - implementation of 
DRG#3 Privacy:

Successful DRG4GovTech/DRG4Mobility 
example - implementation of DRG#4 
Data Fairness:
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I.V Guiding Criteria (GC) of DRG#5 I.VI Guiding Criteria (GC) of DRG#6

“Trust by Design” - through trustworthy algorithms:

Once the data has been collected, it must be processed 
with the goal of trustworthiness. This is true for simple 
algorithms as well as for more complex systems up to 
autonomously acting systems (AI = Artificial Intelligence 
for example).

Guiding Criteria of DRG#5
• DRG#5.1 Algorithms, their application, and the datasets 

on which they are based are designed to provide the 
highest level of fairness and inclusion.

• DRG#5.2 The individual and overall societal impact of 
algorithms is regularly reviewed and the review 
documented. Depending on the results, proportional 
measures must be taken.

• DRG#5.3 The results of algorithmic processing and 
their occurrence are comprehensible.

• DRG#5.4 AI systems must be designed to be reliable 
and precise to be able to withstand subtle attempts to 
manipulate data or algorithms. It must be possible to 
reproduce results where possible. 

• DRG#5.5 AI systems must be designed and 
implemented in such a way that independent control 
of their mode of action is possible.

Openness and Transparency: making the difference.

Proactive transparency for users and all other stakeholders 
as to which principles underlie digital products, services, 
and processes, as well as transparency on the digital 
solution itself and its components, is created. Principled 
behavior is an important building block for building trust.

Guiding Criteria of DRG#6
• DRG#6.1 To gain the trust of users, organizations 

establish transparency about their digital ventures and 
solutions - for the final digital products, services, and 
processes as well as the organization, business models, 
data flows, and technology behind them.

• DRG#6.2 Transparency is implemented in interactive 
communication (for example, between providers and 
users), and mechanisms for interaction are actively 
offered.

• DRG#6.3 The use of digital solutions is designed to be 
transparent wherever there is a digital interaction 
between people and the digital solution takes place (for 
example, the use of chatbots).

• DRG#6.4 In addition to transparency for users, trans-
parency should also be provided for professionals 
- while maintaining the necessary business secrets and 
information security.

• DRG#6.5 Organizations must outline how they will 
make transparency verifiable and thus hold themselves 
accountable for their actions in the digital space.

A startup that develops and markets 
AI tools for industrial applications 
implements measures to maintain fairness 
and inclusion in accordance with DRG 
guiding criteria #5.1. These includes active 
measures to increase diversity in 
developer teams and the establishment of 
an AI Ethics Board. 

In a tool for diagnostic imaging in line with 
DRG guiding criteria #6.1 it is made 
transparent to doctors upon use that 
image recognition and analysis is used for 
diagnostic purposes in healthcare. 
Furthermore, this is also cleary 
communicated to relevant patients in the 
doctor - patient conversation. 

DRG#5 Trustworthy Algorithms DRG#6 TransparencySuccessful DRG4Industry example -  
implementation of DRG#5 Trustworthy 
Algorithms:

Successful DRG4Health example - 
implementation of DRG#6 
Transparency:
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I.VII Guiding Criteria (GC) of DRG#7

It‘s about each and every one of us. Even in the digital 
space, we must protect our identity and preserve 
human  responsibility. Now.

Preserving the multi-faceted human identity is a 
prerequisite for any digital development. The resulting 
digital products, services, and processes are human-
centered, inclusive, ethically sensitive, and sustainable, 
remaining in human care at all times. Only in this way can 
digital technology promote the well-being of humanity 
and have a  sustainable impact.

Guiding Criteria of DRG#7
• DRG#7.1 The preservation of the multi-faceted human 

identity is a basic requirement and must be the basis 
for any digital development. The resulting digital 
approaches are always user-centric - they respect 
personal autonomy and dignity, limit commoditization, 
and open up new perspectives.

• DRG#7.2 Sustainability and climate protection must be 
part of digital business models and implemented in 
practice (especially in accordance with the UN 
Sustainable Development Goals). 

• DRG#7.3 Digital products, services, and processes 
promote responsible, non-manipulative 
communication. Where possible, communication takes 
place unfiltered. 

• DRG#7.4 Digital technology always remains under 
human authorship and control - it can be shaped 
throughout its deployment.

• DRG#7.5 Technology may only be applied if it is of use 
to individuals and mankind, and promotes welfare. 

In line with DRG guiding criteria #7.5 a 
technology company conducts an impact 
assessment on the effects of the 
technology of facial recognition. 
Discovering the risk of malicious and 
unfair use, it decides to clearly limit the 
use of that technology to dedicated, 
risk-mitigated use cases and transparently 
communicates that decision.

DRG#7 Human Agency and Identity Successful DRG4ResponsibleTech 
example - implementation of DRG#7 
Human Agency and Identity:

II Gaia-X
Creating trusted data infrastructures for Europe

The European Gaia-X project is working to 
develop a federated data infrastructure- for 
Europe, with the stated goals of being efficient, 
competitive, secure and trustworthy. The project 
was first presented to the public at the Digital 
Summit 2019 in Dortmund (Germany) and has 
been continuously developed since then1.

1 https://www.bmwi.de/Redaktion/DE/Artikel/Digitale-Welt/dateninfrastruktur.html

 ▾ Figure 1: The Gaia-X Data and Infrastructure 
 Ecosystem 

To achieve these goals, Gaia-X AISBL was 
founded as an international non-profit 
organization based in Belgium. It was initiated 
by Germany and brought to a European level 
together with France. The Gaia-X Association 
aims to develop a proposal for the next 

generation of data infrastructures for Europe as 
well as to promote the digital sovereignty of the 
users of European cloud services. The aim is to 
base these on the European values of 
transparency, openness, data protection and 
security.
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The Gaia-X Governance Rules are intended to set 
clear rules to define the necessary European 
values of Gaia-X, including openness, 
transparency, privacy, security and 
interoperability. All participants and their service 
offerings in the Gaia-X ecosystems shall commit 
to this set of rules. These requirements are 
defined by Gaia-X‘s three committees for 
Governance (PRC), Technology (TC) and Data 
Spaces (DBSC). Initial results of the work of these 
three committees are listed as requirements, 
policies, and guidance in the following 
documents:

1. Policy Rules Document2 
2. Gaia-X Architecture Document3 
3. Data Space Business Committee – Position 

Papers4 

1. Policy Rules Document (PRD 21.04)

The Policy Rules Document (PRD 21.04) was 
developed by the Gaia-X AISBL Policy Rules 
Committee and published on April 22, 2021. It 
contains the “High Level Objectives safeguarding 
the added value and principles of the Gaia-X 
ecosystem.” The scope thus extends to the entire 
Gaia-X ecosystem and its purpose is to define 
control mechanisms for Gaia-X - in wording: 
“Gaia-X‘s Policy Rules intend to identify clear 
controls to demonstrate European values of 
Gaia-X, such values including Openness, 
Transparency, Data Protection, Security and 
Portability.” The document explicitly addresses 
the topics of privacy, transparency, 
cybersecurity, data portability and data 
exchange. Reference is made in each case to 
rather concise lists of requirements, as well as to 
standards, certificates, and codes of conduct. 

Policy, Architecture & Governance Rules by Gaia-X 

2 https://www.gaia-x.eu/sites/default/files/2021-05/Gaia-X_Policy%20Rules_Document_2104.pdf
3 https://gaia-x.eu/sites/default/files/2022-01/Gaia-X_Architecture_Document_2112.pdf 
4 https://www.gaia-x.eu/sites/default/files/2021-08/Gaia-X_DSBC_PositionPaper.pdf

2. Gaia-X Architecture Document (21.12 
Release) 

Published in December 2021, the Gaia-X 
Architecture Document (21.12 Release) was 
developed by the Gaia-X Technical Committee 
of the Gaia-X AISBL. The document describes the 
fundamental concepts of the Gaia-X 
infrastructure and ecosystem. The goal of the 
document is to be technology- and vendor-
agnostic in describing the underlying concepts 
and beliefs of what a Gaia-X architecture 
should look like. Central topics of the document 
are interoperability of data and services, 
portability of data, “data sovereignty” and 
“security and trust”.

3. Data Space Business Committee – Position 
Papers 

The Position Papers were developed by the 
Gaia-X AISBL Data Space Business Committee 
and published on April 22, 2021. It addresses the 
cooperative handling of data in the Gaia-X 
ecosystem along the defined industry verticals, 
with a focus on Business to Business (B2B) and 
Business to Government (B2G). The document 
describes sector specific use cases, and the 
experiences made in them. The document 
explicitly addresses the topics of data exchange, 
data governance and portability. The topics of 
cybersecurity, privacy, trustworthy algorithms 
and transparency play a rather subordinate role 
- reference is made here to other documents and 
rules (including the Gaia-X Architecture) or the 
fields are mentioned as (still) open issues.

III Gaia-X and the 7 Digital Responsibility Goals
Analysis of Gaia-X along the Digital Responsibility Goals

The non-profit organization Identity Valley (IDV) 
Research gUG (haftungsbeschränkt) conducted 
an initial assessment of the European Gaia-X 
project in terms of digital responsibility based on 
the Digital Responsibility Goals.

Specifically, this involves comparing the value 
proposition of building sovereign data 
ecosystems according to European values and 
standards. Gaia-X primarily addresses B2B and 
B2G interactions, which pose different 
accountability questions than, for example, 
end-customer services. In this context, the 
Digital Responsibility Goals are appropriate for 
examining digital responsibility in the European 
digital ecosystem of Gaia-X. 

The sustainability debate, for example, shows 
that companies are facing social debates for 
business reasons5. Likewise, technology is 
multi-use by definition, and a clear stance needs 
to be defined on what is desirable to use and 
what is not - especially for a project with high 
public interest and far-reaching impact on 
diverse industries like Gaia-X.  

The metrics for analyzing the 
Digital Responsibility Goals 

are jointly developed along the 
guiding criteria with partners from 

science and research, industry, 
politics, and civil society, piloted 

and established considering 
theoretical and practical 

methods as well as real industry 
use cases.

“

”

5 https://www.spiegel.de/wirtschaft/nachhaltigkeit-in-der-wirtschaft-wie-aktivisten-konzerne-vor-sich-hertreiben-a-87f5c8af-082f-
48bf-bfdf-47c5451b748e 
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Based on the Digital Responsibility Goals, 
Identity Valley comments on the current state of 
implementation of Gaia-X in this Analysis to 
formulate recommendations for action for the 
design of Gaia-X regarding digital responsibility.

This first assessment of the status of Gaia-X 
regarding the Digital Responsibility Goals was 
made based on currently (as of January 2022) 
existing publications on the part of Gaia-X.  

Along the 7 Digital Responsibility Goals, an 
initial review of the three documents mentioned 
in Chapter II and currently publicly available on 
the part of Gaia-X was conducted - 
representative of the orientation and guidelines 
of the Gaia-X entity as well as the ecosystem. 
This is a first insight into the direction in which 
Gaia-X is currently developing. The goal is to 
highlight open issues and potentials in Gaia-X 
with respect to digital responsibility. This first 
commentary is therefore not to be understood as 
a final evaluation.

The metrics for analyzing the Digital 
Responsibility Goals are jointly developed along 
the guiding criteria with partners from science 
and research, industry, politics, and civil society, 
piloted and established considering theoretical 
and practical methods as well as real industry 
use cases. The authors of this paper understand 
the measurability and quantification of ethical 
evaluation standards have raised significant 
theoretical and practical questions in previous 
undertakings. This current undertaking is 
applying these criteria to a large digital project 
for the first time to inspire an open, goal-
oriented exchange on the question of how digital 
projects, could put values into practice and work 
towards a more responsible and trustworthy 
digital space.

The following figure serves as a simplified 
representation of the first assessment in the 
following chapter IV. It rates the three 
documents along the seven Digital 
Responsibility Goals by analyzing how many of 
the guiding criteria are explicitly mentioned in 
said document. The total evaluation shows the 
highest achieved rating of any of the three 
documents, as all of them individually are part 
of describing Gaia-X and its policies, architecture 
and uses cases as a whole. For example, the 
color of the overall rating turns more intense as 
soon as one of the documents is fulfilling the 
criteria in a particular category:
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 ▴ Figure 2: Initial assessment of Gaia-X documents 
in relation to the 7 DRGs, as of January 2022 - 
based on documents published to date.
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III.I Gaia-X and DRG#1 Digital Literacy III.IV Gaia-X and DRG#4 Data Fairness 

III.V Gaia-X and DRG#5 Trustworthy Algorithms 

III.VI Gaia-X and DRG#6 Transparency

III.II Gaia-X and DRG#2 Cybersecurity

III.III Gaia-X and DRG#3 Privacy 

The documents reviewed do not address the 
importance of Digital Literacy to the Gaia-X 
ecosystem. In the document “Data Space 
Business Committee - Position Papers”, the 
vertical “Education” is explicitly discussed, but 
rather in relation to the question of how data 
can be shared efficiently and securely in the field 
of education. 

The authors were missing clear references to 
important guiding criteria like reliable and 
barrier-free access to digital products, services, 
and processes (DRG GC#1.2), clear criteria to 

Topics such as data sharing, data governance 
and portability are primarily addressed in the 
document “Data Space Business Committee -  
Position Papers” - in each case along the 
industry verticals described there. This is 
done with reference to frameworks that 
often already exist, such as the “EU Code of 
Conduct on agriculture data sharing by 
contractual agreement” for the agriculture 
sector, as well as the Data Governance Act 
that is currently undergoing the legislative 
process. 

For other sectors, such as energy, the need for 
such sector-specific data space governance is 
highlighted and a solution is called for. 

The Education Use Case of the “Data Space 
Business Committee - Position Papers” includes 
trustworthy algorithms - explicitly related to 
education and its stakeholders. The use case calls 
for “ethical use of artificial intelligence (AI) and 
data in education and teacher training”. 
Likewise, a Use Case “Exploring AI and data in 
education and guidance, with researchers” is 
listed here.

From the point of view of the Digital 
Responsibility Goals, the central question 
regarding Goal DRG#5 Trustworthy algorithms is 
how the findings and convictions from this 
specific use case can also be used as guidelines 
for Gaia-X as a whole, but this has not yet been 
sufficiently specified.

Extensive communication activities are taking 
place within Gaia-X to integrate diverse 
stakeholders into Gaia-X’s development and 
technical implementation. Such measures 
address diverse stakeholders from industry, civil 
society, and politics and include activities such 
as webinars, summits, and panels. Likewise, 
there is a wide range of information available 
online through the national hubs. The gaia-x.eu 
website has also been redesigned as a central 
platform for all relevant documents and 

Cybersecurity is addressed primarily in the 
“Policy Rules” document. The listed areas of 
cybersecurity cover the essential areas very 
comprehensively. Thus, organizational, 
operational as well as technical measures are 
required. Recovery plans and cooperation with 
authorities are also discussed. The “Gaia-X 
Architecture” also addresses central concepts 

In the “Policy Rules” document, privacy is 
addressed primarily in relation to GDPR. The goal 
is for stakeholders in the Gaia-X ecosystem to 
commit to the high privacy standards for data 
set by the European General Data Protection 
Regulation (GDPR). In the “Policy Rules” 
document, privacy is addressed primarily in 
relation to GDPR, which is essentially a 
compliance-based approach, and not one taking 
an even broader approach. Nonetheless, the goal 
is for stakeholders in the Gaia-X ecosystem to 
commit to the high privacy standards for data 
set by the European General Data Protection 
Regulation (GDPR). In the Gaia-X Architecture 
Document, reference is also made to the concept 
of a “Self-Sovereign Identity” with the 
specification that identity procedures are to be 
used with “mutual authentication, selective 
disclosure, and revocation of trust is needed to 
foster a secure digital ecosystem without 
building upon the authority of a single 
corporation or government.” This could enable 
continuous control by the end user, if coupled 

design the resulting  digital products, services, 
and processes proactively with acceptance in 
mind (DRG GC#1.3), education on the 
opportunities and risks of digitization (DRG 
GC#1.4) as well as education on related topics 
such as sustainability, climate protection, and 
diversity/inclusion (for example along the UN 
SDGs) where applicable (DRG GC#1.5).

At DRG#7, it therefore remains to be seen what 
importance Gaia-X attaches to digital education 
as a lever for accepting and scaling innovative 
approaches.

The only thing that could be viewed as missing 
is broader guidance on how to make data “FAIR”, 
especially for use cases relevant to society as a 
whole - “FAIR” stands for Findable, Accessible, 
Interoperable, Reusable (DRG GC#4.4). In a 
specific case, these principles are already being 
applied, however, namely on the self-description 
in the Architecture document (21.12), when 
referring to the knowledge graph. 

In any case Data Fairness is clearly identifiable 
as central to the idea of Gaia-X. However, it is not 
clear from the available documents how this is 
to be safeguarded in operation and whether 
there is a uniform understanding of this topic 
among all stakeholders.

Overall, building algorithms to be trustworthy is 
important, since it ensures that even after data 
collection the data will be processed based on 
fundamental principles such as explainability, 
verifiability and fairness: The pre-condition for 
trustworthy artificial intelligence.

In the overall analyzed Policy Rules Document 
and Gaia-X architecture document, the authors 
are currently missing references to important 
behaviors like regular reviews of the individual 
and overall societal impact of algorithms (DRG 
GC#5.2), the need to make algorithmic processing 
and their results comprehensible (DRG GC#5.3), 
designing AI systems with reliability and 
precision in mind (DRG GC#5.4) and setting up 
independent controls (DRG GC#5.5).

publications. More transparency could be 
created on how the hubs, the gaia-x.eu website, 
and other landing pages such as that of the 
BMWK – Federal Ministry of Economy and 
Climate Protection - relate to each other.

The Digital Responsibility Goals proactively call 
for transparency for users and all other 
stakeholders. Transparency in this context refers 
to how digital products, services and processes 
are designed. Transparency by developers of 

such as “Trust Anchors”, which are essential for 
cryptographic measures. The “Policy Rules” 
document also refers to the ISO 27000 
certification with the goal to establish a robust 
security system based on appropriate measures 
to prevent unauthorized access to private 
information, internal systems and networks.

with provisions for enforcing the processing 
constraints.

Privacy is thus basically treated as a GDPR 
compliance issue, but promising aspects such as 
the Self Sovereign Identity concept were 
included in the technical work around Gaia-X 
and are reflected in the Architecture Document 
(21.12).

If at all, the authors are currently missing a 
clearer commitment to an end user centric 
approach, with users having control over their 
personal data and its use – including the rights 
to access, rectify, erase, restrict processing, 
object, avoid auto-mated decision-making and 
ensure data portability (DRG GC#3.4).
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such services and products is therefore 
important because it creates trust among users. 
This involves, for example, the proactive 
provision of documents which, in simple 
language, provide insights into procedures in the 
design of services and products. Furthermore, 
transparency for expert audiences (code review, 
open source) and verifiability by independent 
parties should be ensured. 

The “Policy Rules Document” deals with aspects 
of transparency, but primarily addresses 
contractual rules that are to be created among 
the associated parties. 

The Gaia-X Architecture Document (21.12) 
addresses the open-source topic in detail, since 
essential areas of Gaia-X, such as the federation 
services, are to be made available under 

OSD-compliant open-source licenses. The goal is 
to make the documentation and specifications of 
the Gaia-X architectures and technologies openly 
available. This fulfills the requirements of the 
guiding criterion DRG GC#6.4 of creating 
transparency for users as well as transparency 
for experts (e.g. open-source). For example, 
source code developed for Gaia-X Federated 
Services is shared on Gitlab regularly.

Other essential points such as DRG GC#6.2 “the 
creation of mechanisms for interaction”, DRG 
GC#6.3 “making the use of digital solutions 
transparent” and DRG GC#6.5 “the explanation 
of how transparency can be made verifiable”, are 
not explicitly mentioned. Gaia-X starts to 
increasingly employ methods like hackathons, 
however. More clarity in communication would 
be desirable here.

The aim of this document is to provide food for 
thought and to identify open questions. This 
document hopes to inspire an open, goal-
oriented exchange on the question of how 
Gaia-X, as a European digital project, can put 
European values into practice –to work towards 
a more responsible and trustworthy digital 
space. 

From the documents at hand, a first 
assessment on the current integration of 
digital responsibility into the conception of 
Gaia-X emerges. Gaia-X sets ambitious goals in 
terms of “European values”, especially regarding 
technical and regulatory topics. The authors of 

III.VII Gaia-X and DRG#7 Human Agency and Identity 
DRG#7 Human Agency and Identity represents a 
comprehensive goal within the DRGs - 
ultimately it is about how technology can be 
used for the comprehensive benefit of humanity 
and each individual. In this regard, DRG#7 calls 
for proactively analyzing the context of use from 
the user’s perspective and deriving insights, 
analyzing digital products, services, and 
processes for sustainability, and enabling 
measures for non-manipulative communication. 
DRG#7 also requires that all persons involved in 
the development and operation of the system 
always maintain joint control over the system 
and undertake an impact assessment of the 
effects of technologies. 

These issues around “human agency and 
identity” have not been addressed in the 
analyzed Gaia-X documents to date. The Data 
Space Business Committee document explains 
the benefits of improved data sharing in sectors 
such as education, agriculture, and health that 
are focused on human identity and general 
welfare. However, no specific requirements for 
Gaia-X in these areas are mentioned yet.

Guiding criteria such as the GC#7.1 “preservation 
of multi-faceted human identity” (proactively 
ensuring individual sovereignty including 
opportunities to object), DRG GC#7.3 of 
“sustainability”, DRG GC#7.4 of “non-
manipulable communication” (such as 
preventing hate speech, fake news and 
disinformation), DRG GC#7.5 of “human 
authorship and control”, and the big issue of 
DRG GC#7.6 “human well-being” (for example, 
through impact assessments that proactively 
analyze new Gaia-X-based models and services 
for their impact) are not explicitly addressed. 

Thus, the involvement and governance on some 
essential elements of the European value base 
remain unanswered so far - but should be 
addressed especially for a project with high 
public interest like Gaia-X. Basically, the 
question arises here whether it is enough for a 
digital project like Gaia-X with the goal of 
promoting the economy, in terms of wealth 
creation (directly and indirectly), or whether 
there may be expectations and requirements 
beyond that.

IV Initial assessment and first recommendations for action  

From the documents at hand, a 
first assessment on the current 

integration of digital responsibility 
into the conception of Gaia-X 

emerges. Gaia-X sets ambitious 
goals in terms of “European 
values”, especially regarding 

technical and regulatory topics. 
The authors of this paper aim to 
put forward recommendations 
directly derived from this first 

assessment of Gaia-X against the 
Digital Responsibility Goals.

“

”
this paper aim to put forward 
recommendations directly derived from 
this first assessment of Gaia-X against 
the Digital Responsibility Goals. It is important 
to understand, that the Digital Responsibility 
Goals are not prescriptive, providing a blueprint 
on how to build a responsible product, solution, 
or service. Just like their role model of the 
UN Sustainable Development Goals - SDGs, 
they describe desired behaviors – which 
need to be met with appropriate measures. 
The authors would like to propose the below 
recommendations and constructive feedback 
to the Gaia-X Community in order to advance 
the project.
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In DRG#1 Digital Literacy, Gaia-X, as an entity 
and through its members with their enormous 
reach could strengthen digital education for 
users, enable access to it, and increase digital 
literacy overall. This should be done by 
educating about the opportunities and risks of 
digitization as well as education on related 
topics such as sustainability, climate protection, 
and diversity/inclusion for example. In addition, 
the topic of accessibility and barrier-free access 
should be strengthened as a prerequisite for a 
participatory and inclusive digital space.

DRG#2 Cybersecurity and DRG#3 Privacy are 
clearly in focus - as value propositions in the 
digital space that are strongly European and 
increasingly anchored in other regions as well 
- and are defined centrally via the requirements. 
In case of privacy, the focus should shift from a 
mere GDPR-compliance approach to one that 
puts the end user into focus and allows for new 
privacy controls. As with security, the question 
remains how compliance with the measures is 
ensured, for example through independent 
audits. In addition, as both cybersecurity and 
privacy are moving targets, constant review and 
further development of the measures should be 
in focus.

Similarly, DRG#4 Data Fairness is viewed 
comprehensively as central to the idea of Gaia-X. 
However, definitions of data governance and 
data sharing also appear to have strong vertical 
characteristics. It should be clarified to what 
extent a common denominator can be derived, 
for example in the sense of a modular principle 
for data governance. This could include both 
exemplary clauses for the drafting of agreements 
and procedural methods or organizational 
requirements such as data governance owners 
and data stewards. Furthermore, a dedicated 
strategy to ensure use of data based on the 
“FAIR” principles should be proposed. Here 
several dedicated measures should be elaborated 
with the aim of bringing data to the public and 
promoting its use. 

The topic of DRG#5 Trustworthy Algorithms is 
only touched upon in individual use cases. 
However, building algorithms to be trustworthy 

is important, since it ensures that even after data 
collection the data will be processed based on 
fundamental principles such as explainability, 
verifiability and fairness. As a digital ecosystem 
which is not only concerned with data handling 
and management, but also its application, these 
topics should be close to the core value 
proposition of Gaia-X.

A general requirement guideline - derived from 
the Gaia-X use cases - would be appropriate 
here. Organizational prerequisites for trust-
oriented data processing could also be set, for 
example, through tools such as an algorithm 
ethics committee. Similar committee structures 
have been used in other organizations to 
regularly review algorithms and/or algorithmic 
systems regarding their fundamental principles 
such as explainability, verifiability and fairness. 
As a central offer of Gaia-X to its users, this could 
not only be a real help, but also strengthen trust 
building.

The topic of DRG#6 Transparency is being 
addressed comprehensively - for example, all 
relevant publications can be found on 
relaunched websites, and open-source 
approaches are also at the heart of Gaia-X. What 
is missing from the all three analyzed 
documents is, however, how Gaia-X requires the 
use of digital technologies to be made 
transparent to individual users (e.g., how do 
they get a full understanding on what type of 
technology is used in a given application and to 
which extent it influences decision-making). To 
promote interaction and accountability 
processes, more insights into the stakeholder 
onboarding process and a digital responsibility 
report for Gaia-X and its main projects would be 
useful. The authors of this paper envision a 
digital responsibility report to follow a similar 
logic like a “sustainability report”, showcasing 
the current efforts of a given organizations to 
continuously improve along important 
indicators – in this case along indicators of 
digital responsibility rather than sustainability. 
Of course, we are aware that we need an overall 
approach on how to solve climate change AND 
develop a trustworthy and human-centered 
digital transformation but monitoring and 

measuring of digital responsible actions wasn’t 
possible until now, therefore we urgently need 
to act here. 

A positioning on DRG#7 Human Agency and 
Identity is not clearly recognizable. However, 
these are key elements of responsibility and 
trustworthiness. These issues should be 
addressed by Gaia-X and the ecosystem 
partners. Gaia-X should include in its mission 
the definition of framework conditions for the 
use of technology and to develop a holistic 
approach to realizing the sustainability potential 
of digital technologies and pursue it as a unique 
selling point. Likewise, the idea of impact 
assessments for all services offered could be 
pursued. Although Gaia-X operates as a platform 
in the B2B and B2G area in a very focused field 
without direct end-user contact, the question of 
responsibility nevertheless arises regarding the 
great public interest and the use cases of Gaia-X 
in future. Gaia-X could make it a key 
undertaking to act as a demonstrator for the 
many use cases which potentially serve 
individuals and mankind and promote welfare.

Overall, as described in section III of this paper, 
Gaia-X already addresses many of the issues that 
the Digital Responsibility Goals have defined as 
core elements of digital responsibility. Areas 
such as DRG#4 Data Fairness and DRG#5 
Trustworthy Algorithms are expandable as 
described above. However, in some areas, the 
requirements of the Digital Responsibility Goals 
have not yet been met, especially with reference 
to DRG#1 Digital Literacy and DRG#7 Human 
Agency and Identity.

Great opportunities arise from building on 
existing strengths of the Gaia-X approach in 
cybersecurity and privacy, and universally 
strengthening the “human-centered” aspects 
around digital literacy and human responsibility 
- and underpinning them with barrier-free 
transparency and communication. This could 
ultimately prove to be the differentiating factor 
for the envisioned European data infrastructure, 
significantly increase adoption rates through 
trust, and point the way forward for European 
digital policy in aggregate.
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V Summary and outlook VI Identity Valley 

This document provides food for thought and 
identifies open questions. With the aim of 
stimulating an open, targeted exchange on the 
question of how Gaia-X, as a European digital 
project, can put European values into practice 
along clear digital policy goals and guiding 
criteria, the authors have aligned Gaia-X with 
the Digital Responsibility Goals. 

Identity Valley Research gUG 
(haftungsbeschränkt) demands and promotes 
digital responsibility. As a non-profit 
organization, Identity Valley engages thought 
leaders in academia, policy and industry for a 
value-based future of the Digital World through 
networking, lobbying and communication. 
Identity Valley advocates for a data economy 
based on trust, privacy, and personal identity, 
derived from the humanistic tradition of Europe. 

In this, the organization is partly a response, 
partly an evolution of Silicon Valley. It is about 
both the possibilities of technology and the 
accompanying assumption of responsibility - by 
companies, institutions and states. In the 
process, the uniqueness of multi-layered human 
identities replaces “silicon”, which has probably 
been the most important raw material to date. It 
moves from the question “What can technology 
do?” to the question “What should technology 
do?”. Identity Valley sees itself as a central point 
of contact on the topic of value-based 
digitalization and sets ethical standards for this. 
Building trust by taking responsibility is a 
central goal of Identity Valley. The Identity Valley 
credo: It‘s all about trust.

Identity Valley is consortium partner in 
“TEAM-X - Trusted Ecosystem of Medical Data 
eXchange” - one of 11 lighthouse projects in the 
Gaia-X funding competition “Innovative and 
practical applications and data spaces in the 
digital ecosystem Gaia-X” announced in 2021. 
This research project is funded by the Federal 
Ministry of Economy and Climate Protection 
BMWK, the duration of the research project is 
from January 2022 until December 2024. The goal 
of “Trusted Ecosystem of Applied Medical Data 
Exchange” is to build a protected and trusted 
digital data ecosystem based on the Gaia-X 
infrastructure for the development of data-
driven business models, products and services. 
Two Gaia-X use cases will be developed in the 
areas of nursing and women‘s health. As part of 
this research project, the Digital Responsibility 
Goals will be put into practice through 

This document provides 
food for thought and identifies 
open questions. With the aim 

of stimulating an open, targeted 
exchange on the question of 
how Gaia-X, as a European 

digital project, can put European 
values into practice along clear 
digital policy goals and guiding 

criteria, the authors have 
aligned Gaia-X with the Digital 

Responsibility Goals. 

“

”

Responsible Leadership Trainings and other 
methods, aiming to have all participants 
educated on the “big picture” of a digital 
responsibility in order to figure out, when, where 
and how we need to establish new development 
methods and “checkpoints” to establish digital 
solutions according to the guiding criteria of the 
Digital Responsibility Goals. We want to make 

sure that end-users, in these use-cases patients 
and people being taking care of, as well as 
doctors and nurses etc. understand and – even 
more importantly - trust European digital 
products and solutions. Especially in the sector 
of health data this is an important research 
project to establish a European data health space 
based on a Gaia-X infrastructure. 

In order to implement and activate the 
recommendations for action described in this 
analysis on Gaia-X and the Digital Responsibility 
Goals, it needs a wide range of players. Only 
together will we succeed in further shaping the 
Digital Responsibility Goals, turn the goals into 
concrete action and being able to adequately 
metric and quantify them. In this way, all 
involved stakeholders can jointly shape a 
trustworthy, sustainable digital transformation. 
From Europe, for Europe and beyond.
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VI.II Identity Valley - Logo

Inspired by da Vincis Vitruvian Man, 
the Identity Valley Logo tells a story of 
a human-centered science and 
evolution.

VI.III Identity Valley Research -  
Logo

The DNA - carrier of information -  
discovered through curiosity and 
research.
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